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The use of the term “smart card” is quite general. It really means “something” to 
dumb, i.e. a card with a chip. 
It’s basically saying “I use a computer”, without specifying which type of processor 
architecture (x86, ppc,..), nor OS or a given program. 
There are two types of cards: memory cards and microprocessor cards. 
The first is to read and store informaLon, while the second one is quite complex and 
has a small microprocessor, with an operaLng system and an applicaLon loaded. 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We’re facing some more targeted, smart  aOacks. Hackers are creaLng keyloggers and 
ad‐hoc worms to steal someone’s idenLty. 
Smartcards can help solving idenLty thief, by providing a tamper‐proof storage, as 
passwords and content cannot be sniffed on‐the‐wire. 
It’s based on the concept of “something you have and something you know”, i.e. the 
card and the PIN. Of course can be implemented the “something you are”, i.e. 
biometric authenLcaLon, but that’s involve more sensiLve environments. 
Smartcards, in fact, should be used in that environments that privacy and idenLty 
proof is a must. For example, in government agencies and in the finance sector. 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Smartcard usage is today very verLcal. 
We use several smartcards in today’s life, for example ATM cards, loyalty cards in 
supermarkets, access badges, satellite’s CondiLonal Access Modules (CAM). 
However, there’s small usage as a cerLficate store for idenLty and encrypLon in the 
IT. There are some excepLons in some governments agencies such as US Dept. of 
Defense. A posiLve note is Belgium NaLonal ID, as every Belgium ciLzen has a 
smartcard with an X.509 cerLficate on‐board. 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We’re facing a increase usage of OTP tokens in the IT industry, especially in current 
account self‐service login for banks or VPN Access. 
That’s good as OTP tokens can increase security in the IT environment. There are 
some advantages using this methodology, for example there’s no need to install any 
client socware, and can be used anywhere and with any computer. However OTPs 
cannot be used for encrypLng data, and this can be a limitaLon if such feature is 
needed. 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The objecLve was to test extensively a customer environment. As such we setup an 
heterogeneous environment such as Windows AcLve Directory, …. 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Talking to the smartcard IS NOT the same as talking to the reader 
You have to make that both to work 
PCSC is framework in the OperaLng System to provide a common access 
methodology 

Implemented into the os (pcsc‐lite) 
Provide a common access to the reader through drivers (interface drivers or 
ifd) 
Gives a common APIs to talk to the card 

The applicaLon will talk to the smartcard 
Each smartcard implementaLon has a library to access it 
This library is referred as "middleware” 
Since there’s not a standard "applicaLon" on the card, there is no standard 
"middleware" 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hOp://live.gnome.org/GnomeKeyring/Cryptoki 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Tests done with built‐in capabiliLes, with supported socware or with no‐modificaLon to OSS 
socware  

(1) Using the gpg‐agent that emulates ssh keys  
(2) A separate socware is required for file encrypLon. The resulted encrypted file is not 
standard, but proprietary to the soluLon 
(3) For windows, acLve directory is required to do an interacLve logon using smartcards 
(4) Remote logon via smarcard is somehow archievable by recompiling the openssh. RDC has 
it standard. It can be archieved using Kerberos and pkinit 
(5) Born to be a mulLfuncLon card 
(6) Can be used only with Red Hat CerLficate System or Fedora's DogTag 
(7) The cards are released by given CAs, such as DoD, or naLonal Ids 

If mail and file encrypLon are enough, go for OpenPGP 
If you need also two factor authenLcaLon (VPN, Logon, Web, ...) 

if you're part of US DoD, or have a NaLonal ID with PKI, you're OK 
If you need a mulLfuncLon card (i.e. a badge) 

Musclecard, if you have few users 
Coolkey, if you can sustain a CA 

Use Axalto eToken 
easy to carry 
really cross plaoorm 
SLck to a proprietary stuff isn't that bad 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